30 March 2023

Updating the Security Question

Introduction This guide provides Retirees, Annuitants, and Former Spouses the
procedures for updating their security question in Direct Access (DA) if
they need to utilize the Forgot Password feature at a later date.

Before You If you have never logged into Direct Access (DA), your default
Begin password will be set up for you initially. The formula for your default
password is:

THeUSCG + last 4 of your SSN + @ + four digit birth year

For example, if the last 4 of your SSN is 1234 and you were born in
1966, your default password will be THeUSCG1234@1966. The
password is case sensitive, so be sure to capitalize where appropriate
when you enter it.

You will be prompted to change your password upon your initial login.
NOTE: Ifyou run into issues and are unable to log on, please contact

PPC Customer Care at 1-866-772-8724 or ppc-dg-
customercare(@uscg.mil.

Password Reset During a recent Direct Access (DA) system upgrade, the Forgot
Guidance — Password security question "What is your mother's maiden name?"
Forgot ) was disabled in DA to reduce the possibility of a compromise of
Password Link o ronally identifiable information (PIL).

For users who originally chose this as a security question, the hint
question will now default to "What town were you born in?" but the
ANSWER has NOT changed from what the user originally established
for "What is your mother's maiden name?"

For those who have tried to use the Forgot Password feature and have
been locked out of DA, please email PPC-DG-

CustomerCare@uscg.mil to request a temporary password. Once logged
into DA, you will need to follow the user guide below to change your
security question, answer, or both.

It is recommended that users who originally selected "What is your
mother's maiden name?" as their Forgot Password security question,
log into DA and follow the user guide below to change the security
question, answer, or both. See the Forgot Password section of the Initial
Direct Access Sign-In user guide for more information: password.pdf

(uscg.mil)

Information Log into DA Self Service at Direct Access Self Service.
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Procedures See below.

Step Action
1 Upon opening Direct Access (the link can be found on PPC’s webpage), enter
our 7-digit Employee ID (Emplid) in the User ID field.

ORACLE
PEOPLESOFT

User 1D

Password

Enter your password in the Password field. Click Sign In.

ORACLE
PEOPLESOFT

User D

7654321

Password

Continued on next page
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Procedures,

continued

Step

Action

3

Click on the NavBar icon on the top right of the Home page.

My Homepage

v

1of2 » Notifications (&

My Homepage

Retired Self Service

Announcements

Bvailable two days prior to each pay date. Access payslips via the
e Miew" menu. Refer to this guide for an overview of the payslip and
to the Payrall Processing Schedule for pay dates and cutoffs.

FSMS Scheduled Outages

» Visit the FSMS System Status Board for updales and subscribe fo The FSUS Fix for

more FSMS information
» 2023 Payroll Processing Schedule

» Validate you
= Subscribe to ou
» Known Issues, Defe:

» 2022 Payroll Processing Schedule

Member Self Service

Don't Forget to Sign Out

Workcenters

35

Click Menu.

Change My
Password

Recently Visited

V%

Favorites

Continued on next page
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Procedures,
continued
Step Action
4 NavBar: Menu will display. Scroll down and then select My System Profile from
the Menu.
M

E My System Profile

Continued on next page
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Procedures,
continued
Step Action
5 The General Profile Information page will display. Select Change or set up

forgotten password help.

General Profile Information
Charles Xavier
Password

Change password

Change or set up forgotten password help I

Personalizations

My preferred language for PIA web pages is:

My preferred language for reports and email is
Currency Code
Default Mobile Page

Alternate User

If you will be temporarily unavailable, you can select an alternate user to receive your routings.

Alternate User ID

From Date
To Date

Workflow Attributes
Email User Worklist User

Miscellaneous User Links
Email

5 Q

Primary Email Account Email Type

Home v
IM Information
5 Q

Protocol XMPP Domain UserlD

XMPP Q

Save

English
English -

Q

Q,
(example:12/31/2000)

(example:12/31/2000)

Email Address

invalid@bogusemail.com

Password

Continued on next page
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Procedures,
continued
Step Action
6 Using the drop-down, select a security Question. Then enter the Response.
Change or set up forgotten password help X
Help

If you forget your password, you can have a new password emailed to you.
Enter a question and your response below. These will be used to authenticate you.

Question What is the mascot of your favorite sports team? w

Select from the list of questions.

Response | USCGABEARS
7 | Click OK.
Change or set up forgotten password help »

Help

If you forget your password, you can have a new password emailed to you.
Enter a question and your response below. These will be used to authenticate you.

Question What is/was the name of your first pet? v

Select from the list of questions.

Response ‘Bruiserl

o

Continued on next page
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Procedures,
continued

Step Action

8 You will be returned to the General Profile Information page. Click Save.
General Profile Information

Charles Xavier
Password

Change password

Change or set up forgotten password help
Personalizations

My preferred language for PIAweb pages is:  English

My preferred language for reports and email is | English ~
Currency Code Q
Default Mobile Page Q

Alternate User

If you will be temporarily unavailable, you can select an alternate user to receive your routings.

Alternate User ID Q
From Date (example:12/31/2000)
To Date (example:12/21/2000)
Workflow Attributes
Email User Worklist User

Miscellaneous User Links

Email
5 Q 1-10f1 v
Primary Email Account Email Type Email Address

Home v invalid@bogusemail.com L -—

IM Information
5 Q 1-10f1 v
Protocol XMPP Domain UserlD Password

XIMPP Q + -

Save

9 To return to the Self Service Menu, click User Self Service or Home.

< User Self Service ile Information
Menu =
General Profile Information =
Search:
®

Charles Xavier
My Favorites

Self Service

Self Service Password
Reporting Tools

PeopleTools
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